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MEMORANDUM FOR MR. SINGEL 


SUBJECT: Downgrading of Some TK Photography 
Information to SECRET 


The current policy regarding whether foreigners can be 
granted a DOD TOP SECRET or SECRET clearance is as follows: 


1. An immigrant alien (defined as any alien lawfully 
admitted to the United States under an immigration visa for 
permanent nes may be granted a CONFIDENTIAL or SECRET 
clearance. 


2. An — alien may be granted a TOP SECRET 
clearance for limited access to TOP SECRET information for a 
specific contract or program based on the personal and written 
determination by the head of a DOD component or the secretary 
of the military service concerned that such access is essential 
to meet Government requirements and that the individual is 
reliable and trustworthy. When this determination is made, a — 
report is to be furnished currently to the Assistant — 
of Defense (controller). 


| 3. Immigrant aliens who held TOP SECRET clearances as 
of 1 June 1972 remain eligible to hold such clearance URES 











1 July 1974. 
| — | In 
— —— Caters crm enna eae aren contron wo 2cernal 
— FoP-SteRtt— copy_____oF COPIES 
| OF _ PAGES 








CONTHOL SYSTEM = — senate PAGE 


. ip . . . . ‘ s . os @ 


ten Sul 2 


-FOP-SECRET- 


ce*. "47D. 2h lM E* 


Thus, if TK information is downgraded to SECRET it is 
possible for foreigners (immigrant aliens) who have not 
sworn an oath of allegiance to the United States to have 
access to that information. 


Attached are the pertinent DOD regulations for your 











information. | 
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: procedures necessary to satisfy clearance ‘requiresents. Tis 


euthority does not abrogate any of the civilian employment 
Tequirements set forth in Reference (c). 


B, Access by Juxigrant Aliens Sei PD-3 Dopdsia Gr.9k 


An immigrant alien may be granted a final security clearance 
. ‘apou completion of a Background Investigation (see Section VIII) 
provided that it discloses no derogatory information based on 


would not be clearly consistent with the interests of national . 
security. The use of the polygraph is authorized when it is 
necessary to verify information furnished by the individual 


Re Tai ently: Gabiy. Chaibe aiaall Mave Need etuetated wai.” 
satisfactory results ea Background Investigation. If 
geographical ani political situations prevent the full | 
completion of a Background Investigation, as described — 
in Section VIII. above, access by the alien shall not be 





eni, the use of the polygraph is authorised provided the 
dndividuel consents in writing to the exasination. 


Be Access to Top Secret defense information shall be kept 
winisnys 


°. — — consistent with the requirements 


‘ | ° 5 
Aaret amendment (C2 6, 4/29/65) 
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In each case of aadniae mea ki cede oan ee 
authorization shal) be made to include: 


(1) the identity of the individual to whom sccess is 

(2) the nature of the material to which access is 
euthorized; and | 

(3) ee ee eee ee a eT Tem 


©. Access to Secret defense information my be granted by an 


official assigned original classification authority for 
assignment of the Top Secret classification pursuant to 
Reference (b). — ee 
. getter of official record aye 
Seu Se Gaegers CL) = (3), above. 


de Access to Confidential defense information may be granted 


by an official authorized to grant security clearances. 
2. Strict limitations shall be placed on the typesef positions 


in which aliens may be utilized and the categories of classi- 
* 4ed defense information which may be disclosed. 


Special Investinative Requirenents 


All persons issuing security clearances, serving on personnel 
security boards, or involved in the education and orientation 
of military personnel shall. have been the subject of an in- 
vestigation as indicated below: 


i. Any person authorized to issue personnel security 
2. Any person selected to serve vith es board, ccumittee, or 
with the provisions of subsection 


: in accordance 
Aine (2)00), shove, and on whom @ Background Investigation 
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| DISSEMINATION AND ..cCOUNTABILITY 7 
DeD i 
ie Su — (FY 
reacion Pag rity, provided the individuals are appro- dential special committees or commissions 
all obtai, priately cleared in aceordance with the g. Foreign Nationals, Foreign Governments 
Presents DoD Industrial Security Regulation; DoD ond International Organizations. Classi- 
Security 5220-22-R. fied information may be released: = 
highess Historical Researchers. Persons outside 1. to foreign nationals, foreign govern- 
ember historical research projects, may be au- only when specifically authorized under 
2d po. thorized access to classified information the provisions of the National Dis- 
ed by = — provided — closure Policy and reference (1), and 
determined access 

: 2. to immigrant aliens who reside and 
. In — with the interests of intend to reside permanently in the 
Pro. : : United States, only at the Confidential 
ge &. The material requested is reasonably and Secret level, in the performance of 
be piled with a reasonable amount been granted a security clearance of the 
he effort. required level based upon a favorable 
t. 8. The person agrees to safeguard the in- Background Investigation. 
g formation and to authorize a review of With regard to Top Secret information, 


© — g 






his notes and manuseript for determi- 
nation that no classified information is 

. .contained therein by signing a state- 
ment entitled “Conditions Governing 
Access to Official Records for nies 
Research Purposes.” 

4. An authorization for access shall be 
valid for a period of two years from 
the date of issuance and may be re- 
— — regulations of the issuing 


A — Presidential Appointees. Persons 


who previously occupied policy-making 
positions to which they were appointed by 
the President, may be authorized access 
to classified information or material which 


they originated, reviewed, signed, or re- 











immigrant aliens may be granted a Lim- 
ited Access authorization for a specific 
contract or program based upon the per- | 
sonal and written determination by the 
Head of the DoD tomponent concerned 
that such access is essential to meet Gov- 
ernment requirements and that the indi- 
vidual is reliable and trustworthy in 
accordance with reference (t). A report 
of each such ———— —— be cl 









of Defense (Comptroller). As an — 
to the foregoing, those immigrant aliens 
who hold Top Secret clearances as of June 
1, 1972, remain eligible to hold such — 
ances until July 1, 1974. 





ceived, or which was addressed to them 
while in public office. DoD components 
may authorize access to such material if it 
is determined to be consistent with the 
interests of national security and the per- 
son agrees to safeguard the information 
and to authorize a review of his notes for 
determination that no classified informa- 
tion is contained therein, and that no 
classified information will be further dis- 
seminated or published. The former Gov- 

- ernment officials referred to herein do not 
C | include the White House Staff, or Presi- 


7-107 Emergency Situations 


When time is of the easence and it is in the 
interest of national security to do so, Heads of — 
DoD components may authorize persons outside 
the Fesleral Government other than those enu- 
merated in 7~106 above, to have access to 
classified information or material on a finding | 
that the person to receive the information is 
trustworthy for the purpose of accomplishing — 
the national security objective and that the in- | 
tended recipient can and will safeguard the 
information from unauthorized disclosure suffi- 
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—— | 
- —— 1— 
sponsored by the US Government. This does 


not mean that programs merely approved by 
included. | 


the State Department are 
(1) Examples of travel under the aus- 
pices of the US Government: 
(a) Travel by a US Government em- 
ployee or members of his family in the Com- 


munist-oriented country to which he is as- 


(b) Travel in Communist-oriented 


. gguntries by military personnel with orders 


specifically authorizing such travel. 

(e) Travel by exchange students who 
are sent by the US State Department or other 
US Government agencies. Also by athletes 
such as the American track team sent to 
Poland by the US State Department. 

(d) Travel in East Berlin as a mem- 
ber of a tour sponsored by the US Army. 

(e) Travel to Berlin via the sealed 
’ train from Frankfurt or via aircraft from 
West Germany directly to Berlin. 

(2) Examples of travel not under the 
auspices of the US Government: 

(a) Vacationing tourist. travel. 

(b) Travel on private business. 









(c) Travel as a student under a pro- 


gram sponsored by a college or university 
even though Federal funds may be involved 
in support of the program. - 


e. Classified Defense Information. Official 
information or materia] which requires pro- 
tection in the interest of national defense 
and which is classified for such purpose by 
— classifying authority (AFR 


f. Clearance. An administrative determi- 
nation that an individual is eligible to be 
granted access. 


g. Cryptographic Information. Knowledge | 


or facts pertinent to cryptographic and eryp- 
toanalytic processes, methods, equipments, 
cryptosyatems, crypto-publications and re- 
lated material! 


h. Derogatory J— Information 
which indicates that permitting access to 
Classified information or unescorted entry 
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to Restricted Areas may not be clearly con- 
sistent with the interests of national secur- 
ity. 


i. Escorted Entry. A situation wherein 
personnel are required to be escorted into a 
Restricted Area and kept under surveillance 
by authorized personnel while in the area 

j. Formerly Restricted Data. Information 
removed from the Restricted Data category 
upon determination jointly by the Atomic 
Energy Commission and Department of De- 
fense that such information relates pri- 
marily to the military utilization of atomie 
weapons and that such information can be 


adequately safeguarded as classified defense 
information. = 





k. Alien. Any alien lawfully 
admitted into the US under an immigration 
visa for permanent residence. 


preservation of the military, economic and 
productive strength of the United States, in- 
cluding the security of the Government in 
domestic and foreign affairs, against or from 
espionage, sabotage and subversion, and any 
ene AY Cees ——— 
or destroy the US. 


m. Non-US National. Any person not a 
citizen or national of the United States. 


n. Restricted Area. A legally established 
military zone under Air Force jurisdiction 


into which persons may not enter without | 


specific authorization. (As used in this regu- 
lation, the term is limited to areas that con- 
tain Air Force Priority A, B, or C opera- 
tional resources.) 


o. Restricted Data. All information con- 


cerning (1) the design, manufacture, or | 


utilization of atomic weapons; (2) the pro- 
duction of special nuclear material, or (3) 


production of energy, but shall not include 
data declassified or removed from the Re- 
stricted Data category pursuant to Section 
142 of the Atomic Energy Act. 


” National Security. The protection and 
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and date of the investigation, the — 





b. Civilian and military personnel may be: 


a conducted the investigation, the loc: granted a personnel eecurity clearance based WY 
om of the report of investigation, ar on an evaluation of the results of the ap- , 
whether clearance would be granted if #% propriate investigation or on one of the mini- 





mum requirements listed in paragraph 24. 
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perkom concerned were a member of a 
lar Air Force organization. 

Q) In a case where the Adju 
era) is advised that a clearance would not be 
granted the person concerned/were a 


member o ee brganiz: 
nat the case 
















tion, he will or be advised 
wil] be proceysec “under AFR 35-62, AFR 
39-12, or othek appropriate lation, and 


that he will be\informed of Ahe results of 
such processing. 


(2) In no circem: 












ces will any copies 
of reports of invesCigatior/ or a synopsis of 
the derogatory informatign be furnished to 


the Adjutant General\ / copy of the letter 
furnished the Adjut Z General concerned 
will be forwarded to AF 1/MRC. 


ad. Disposition ef/a Derogatory Report. 
When derogatory Jnformation is involved, 
the report of investigation together with a 
copy of the lettégr furnished\the Adjutant 


General conceréed will be orwarded to 


AFOSI/MRC. 









sf 


22. Action oh Reperts of Inves tion For- 
warded by/Losing Commander. Commanders 
receiving reports of investigation hursuant 
to pa aphs 15a(1) or (2) will evaluate 
the reports and, if favorable, will recohd the 
determination of eligibility on the AF Korm 
47. Jf the report contains derogatory inior- 
mation, action will be taken according to ty- 
ctions in paragraph 26. 














SECTION C—CLEARANCE REQUIRE- 
MENTS AND PROCEDURES 


23. General Policy: 


a. Each Air Force member will notify his 


commander or supervisor immediately upon 
becoming aware of any information which 


could possibly lead to the unauthorized re-. 


lease or disclosure of classified defense in- 
formation. 


4 Gen- | Final Top Secret clearance based upon a 
favorable EBI, or a Final Secret or Confi- 
dential clearance based on a BI, provided the 
ROI discloses no derogatory information (at- 
tachment 4). 

Nete: tk ke ea Weep: feu aa bemcterees 
alien to formally declare his intent to become a US 
eitizen before a Naturalization 








-e@ An immigrant alien may be granted a 


Court by executing | 
Naturalization Form N-315 in order to be eligible 
for a clearance. 
d. The granting of interim clearances will 
be kept to the absolute minimum required to 
fulfill the mission of a command. An interim | 
clearance will not be granted unless a re- 
quest for personnel security investigation of 
the type necessary to satisfy final clearance 
requirements, together with all supporting 
papers, has been forwarded as prescribed 
herein. 

e. Clearance for any category of classified 
ee —— 
lower category. 


f. When immediate access to classified’ de- 


fenae information is required in order for 


a US citizen to carry out his assigned task, 
and because of exceptional circumstances, 
the delay caused by awaiting interim clear- 
ance would be harmful to the national inter- 
est, the commander authorized to grant 
clearances may authorize such access, based 
on the records immediately available except 
in the case of individuals referred to in para- 
graph 8d(8). The use of this provision will 
be held to an absolute minimum and is per- 
missible only if the procedures to satisfy 
clearance requirements are in progress. This 


. action will be recorded in AF Form 47, sec- 


tion III. 


g. Authorization of Access Under Combat 
Conditions. When the USAF Wartime Guid- 
ance (WG) is implemented, or under com- 
parable situationa, and when essential to the 












. AFR 205-82 | 

conduct of related military operations, the 
commander of a numbered Air Force or com- 
parable or higher organization may author- 
ize the issue of an AF Form 47, “Limited Ac- 


cess Authorization,” based on such evidence 
of trustworthiness as may be known, or as 


may be readily or locally available. If time 


and the situation permit, the records check 
required in paragraph 29d will be conducted. 

(1) When such procedures are author- 
ized, authority to issue Limited Access Au- 
thorization may be delegated to subordinate 
commanders as necessary. 


(2) Access in such cases shal] be limited 
to that information which the individual 
must have in order to perform his duties in 
connection with the operation. | 


(8) Limited Access Authorization will 
be terminated when no longer needed, and 
AF Form 47 will be disposed of as prescribed 
in AFM 12-50. If need for access is a con- 
tinuing one, request for investigative action 
requisite to a fina) clearance will be initiated 
as soon as the military situation permits. 
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EBI, except as listed in attachment 2, AFR 
40-202. | 

(2) Military Personnel-—-US Citizens. 
BI. (Top Secret clearances based on a NAC 
plus 10/15 years continuous service remain 
valid if granted before the date of this regu- 
lation.) | 

(3) Immigrant Aliens. EBL 


b. Top Secret—Interim Clearance: 
(1) Civilian Personnel—US Citizens. | 
NAC. Interim Top Secret clearances for per- - 
sons referred to in paragraph 8d(38) are 
authorized only in case of emergency. Guid- 
ance on filling critical-sensitive positions in 
case of emergency is in AFR 40-202. 
. (2) Military Personnel—US Citizens. 
NAC, , 
(8) Immigrant Aliens. No interim clear- 


« ance authorized. 


h. Reports of Marriage to Non-US Na-. 


tionals. Any Air Force military member or 


civilian employee ‘(or dependent thereof) - 


who marries a non-US Nationa) wil] report 
such marriage through his immediate com- 
mander to the commander authorised to issue 
clearances. — 


(1) The individual concerned will an- 
notate the previously submitted DD Form 
898 to reflect this change. (This applies both 
to those with valid clearances and to those 
with clearance actions pending.) 


(2) The commander authorized to issue 
clearances will determine the effect of such 
marriage and will take action as appropriate. 
In overseas commands, commanders should 
review any investigative report required by 
AFR 211-18, and indicate in the remarks 
section of the DD -Form 398 that this has 
- been accomplished. 


2. Requirements for a Clearance. Investiga- 


c. Secret—Final Clearance: - 
1) Civilian Personnel—US Citizens. 


NAC, -plus written inquiries to appropriate 


local law enforcement agencies, former em- 


ployers and supervisors, references, and 
schools attended. (See g below.) 

(2) Military Personnel—US Citizens, 
LNAC or NAC. 

(8) Immigrant Aliens. BI. 

d. Secret—Interim Clearance: 

(1) Civilian Personnel—US Citizens. 
NAC. Interim Secret clearances for em- 
ployees occupying, under emergency condi- 
tions, positions which do not involve respon- 
sibilities listed in paragraph 8d(8) may be 
granted on the basis of a check of the official 
personnel folder, Security Documents Folder, 
and Special Security Files, plus submission 
of a request for a NAC. (For guidance on 
filling a non-critical sensitive position in an 


* emergency, see AFR 40-202.) 


(2) Military Personnel—US Citizens: 
- (a) For an individual who has served 
for 2 consecutive years or more on active 
duty immediately preceding the date of the 


tions required for the different levels of request for current investigation, a check of 


clearance are as follows: 


the unit personne] records will be made to 
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include available medical records and any 
Special Security File. 


X{b) For an individual who has not 


served for 2 consecutive years on active duty 
immediately preceding the date of the re- 
quest for a current investigation, no interim 
clearance is authorized. Exceptions to this 
provision will not be authorized. 

(8) Immigrant Aliens. No interim clear- 
ance is authorized. 


e. Confidential—Final Clearance: 
tan Personnel-—US Citizens. 
NAC, plus written inguiries to appropriate 
loca] law enforcement agencies, former em- 
ployers and supervisors; references; and 
schools attended (see g below). 

(2) Military Personnel——US Citizens. 
Check of unit personnel records, medical rec- 
ords, and the Special Security Files, to deter- 
mine if there is any derogatory information 
on the individual. This review will ‘also in- 
clude a check of an updated DD Form 398. 


(8) Immigrant Ali 


f. Confidential—Interim Clearance: 
tvilian Personn 
NAC. An employee occupying a position un- 
der emergency conditions (see AFR 40-202), 
which does not involve responsibilities ‘listed 
in paragraph 8d(3) may be granted interim 
clearance based on a check of the official per- 


sonnel folder, Security Documents Folder, 


and Specia] Security File, plus submission of 
a request.for a NAC. 

(2) Military Personnel—US Citizens. 
No interim clearance authorized. 
(83) Immigrant Aliens. Interm clear- 
ance for Confidential is authorized after com- 
pletion of a NAC which reveals no deroga- 
tory information and pending the completion 
of the required BI. 


z. Written Inguiry. The written inquiy; 


requirément for granting final Secret and 
Confidential] Clearances to ciyilidh personnel 
is satisfied when thtemplofee has undergone 
the “Record Check-afid Inguiry” under E.O. 


9835 or the “wfitten inquiftes”’ under E.O. 
10450 (seé paragraph 9c). This requirement 
is nof retroactive. Final Secret and Cottfiden- 


. AFR 205-32 
tial clearances previously granted based 
on a NAC remain valid. In addition, writtd 
inquiries are hot required in investigatibns 
of:employees who have been employed fér a 

od of 5 years with no break in employ- 
greater than 1 year immediately pre- 
the date of the request for a, gurrent 
investigation. 


d 
2. Who, May Grant Clearances: 


a. Fina] Clearances: 7 
(1) Major commanders a 

to grant clearances. This authgrity may be 
further delegated only to commanders of 
organizational echelons down fo, and includ- 
ing, groups. Whenever a squadron is sepa- 
rated geographically from théi r parent wing 
or higher headquarters, the major com- | 
mander may delegate the ajithority to clear 
personnel to the\squadron fommander. Per- 
sonnel author to granf clearances must 
themselves have clegred for access to 















authorized — 

























Top Secret, based on a Bi/or EBI. | 

(2) Command authorized to 
grant clearances for tefant units of other 
commands by mutual yreement. 


(3) Personnel whD are assigned pri- 

mary duties as Chief, Security Police in mili- 

_ tary grades 08 or above, or in civilian grades 
GS-9 or above, may be de ed the author- 

ity to grant final cjearakces. Additionally, 

security police will/assisti, commanders by 

‘initiating requests for investigations, review- 
ing reports of investigation\ making recom- 


mendations as to the trustworthiness of per- 
sonnel, and recgerding the\ commander's 
decision in appropriate records. 

(4) The Adjutant Gene 
the District of Columbia, or 


of a State, 
he Common- 













wealth of Puertb Rico, is authorized to grant 
clearances for military members ahd civilian 
employees of fhe ANG. This authdrity may 
be further delégated to Commanderaof ANG 


to, and including, wings 


organizations /dowr 
or separate group | 

b. Interim Clearances. Since interim clear- 
ance is permitted on the basis of lovter in- 


_vestigative requirements, its issuance\ must 


be held to an absolute minimum consistent 


ject of a Spe- 
to another in- 
r File, with @ 
: forwarded to 
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r installation at least 80 days prior ¢ the 
pject’s EDCSA. 
(1) A copy of the letter ¢ regal 
the\ file will be forwarded to the Difecto 
Security Police, of the gaining comr 
nis notification will enable maja@r com- 
mands to monitor more closely the mainte- 
nance\and disposition of Special Securit; 
Files usder their jurisdiction.) 
(2)\ The gaining base Chief, & ty 
Police, will forward the file prompft to the 
immediate, gaining commander. Upon com- 
pletion of ———- and s —— 
to the base f, Security Polis foe castolly 
and mainte: 8* 


. The Speclel Security F will not be 
made available \to the indivifual involved. 
Envelopes contaiking a Specig! Security File 
to whom the file pertains. | 


d. Classified Spe 
be ssfeguarded. 
scribed by AFR 205-}. 


(1) Unclassified Spécial Security Files, 
including files containi y material marked 
“FOR OFFICIAL U$R ONLY,” will be 
sealed in double envglopes or covers when 
transmitted by maf or\ by persons not 
authorized access té such information. The 
inner envelope whl be merked “TO BE 
OPENED ONLY /BY THE COMMANDER 
OR PERSONS DESIGNATED BY HIM TO 
RECEIVE OSI REPORTS OFNNVESTIGA- 
TION (AFR * 




























arity Files will 
rensmitted as pre- 





















(2) Special Security Files will be stored 
in a vault, agfe or steal file cabinet, secured 
by at least 4 lock bar and a GSAj\approved, 
three-position dial padlock. Special Security 


Bly from 
4 drawer 


Files wil¥ be maintained sepa 
other files, preferably in a sep 
of the storage container. 

(7) The custodian will designate in 
writifig those individuals authorized \acces 
to the Special Security File reposito 


( If a member of the Air Force Resers 
o is the subject of a Special Security § 
















AFR 205-32 © 
sbinits a request for transfer to ax“Se 


; ing element of the Ad 
serve or the Alr~Natiop: i, the Air 
Reserve Personnel Center will forward the 
———— ile to the prowupectiye com- 
nande: ee 
>: mt orders. I 


— 


SECTION H—ASSIGNMENT OF NON- 
US NATIONAL EMPLOYEES TO 
SENSITIVE DUTIES 


46. Applicability. This policy applies to all 
Air Force activities, regardlesa of location, 
which utilize non-US. national employees. It 
further aplies to “direct hire” employees, ap- 
propriated fund employees, “indirect hire” 
employees, nonappropriated fund employees, 
consultants, and any other non-US nationals 
who are employed at an Air Force activity. _ 
(For general policy on the assignment of a | 
foreign exchange officer to duties requiring 
limited access to classified defense informa- 
tion or unescorted entry to restricted areas, 
see AFR 200-9.) 


47. General Security Policy: | 


a. Commanders must maintain a capability 
to perform their wartime missions without 
the use of non-US nationals. 


b. Unless specifically excepted, only US 
nationals wil] be assigned to perform duties 
involving access to classified information or 
unescorted entry to restricted areas. 

" (1) Non-US nationals will not be hired 
or used to perform such duties when US 
nationals (military or civilian) are available, 
or may be made available, within a reason-— 
able time period. 

(2) his {ack thal might be more eec- 
nomical to utilize a non-US national for 
duties involving access to classified informa- 


_ tion or unescorted entry to restricted areas 


will not be used as a basis for justification | 
of their employment or assignment. 


ce. Under exceptional circumstances, wher 
appropriate commander determines tha 


(1) If there is any indication that he 
may not be reliable or might act contrary to 
ee ee 
the United States. 

(2) JJ trothen) sietee: 
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not releasable, under the Nationa) Disclosure 
ham Ieee — 

— (see AFR 200-9). For ex- 


(a) Classified information provided to J 


the United States by a foreign government 


other than that of the non-US national em- 
ployee, unless the owning foreign government 


, bas approved in writing the disclosure of the 


specific information to the government of the 


non-US national employee. 


children, parents, step parents, foster par- 
ents or guardian living in a Communist or: 


Communist-controlled country. (See attach- 
_ ment 6 for a list of countries officially con- 
sidered Communist or Communist-con- 
trolled.) 


e. An authorization for limited access or 
unescorted entry is valid only for access to 
specific classified information, or for entry 
to specifically delineated areas within a re- 
stricted area, as required to enable the non- 
US national to perform his specific duty as- 
_ signment. Procedures will be established to 
insure that the access or entry is defined 
clearly, and that supervisors and co-workers 
fully understand their reponsibility to insure 
that any other access or entry except that 
specifically authorized, is prohibited. A non- 
US national will not be authorized to act as 
an escort within a restricted area. 


4 Prohibited Duties. The hire and use of 
‘non-US national employees is expressly pro- 
hibited for any position which involves: 
a. Access to: : 
(1) Top secret information. 
(2) Any classified defense information 


(b) Classified war or mobilization 
plana, or classified combat operations, intel- 
ligence, or counterintelligence plans to in- 
elude any information which would reveal | 
objectives, sources, methods or techniques of 
classified intelligence or counterintelligence 


(ce) Restricted Data and Formerly Re- 
(d) Classified cryptographic systems 


or equipment. | 
(e) Classified information which re- 
veals the presence or quantity of nuclear, 
chemical or biological weapons or their pro- 
duction or movement. | 
(f) Single Integrated Operations Plan 
(SIOP) information. | 
(g) Information derogatory to the US 
or any agency thereof, or prej- 


‘ udicial to United States relations with any 


foreign government, or information derogs- 
tory to a US national. 


(8) Any office room, shop, laboratory, 


‘or other similar place where classified work is 


in progress, unless positive measures are im- 
plemented to deny the non-US national any 
opportunity to gain unauthorized access to 
classified information. : 


b. Assignment of persons to any position, 
the duties of which include the processing or 


_ granting of personnel security clearances; 


the determination that persons are qualified, 
from a security standpoint, to have access to. 
classified defense information or unescorted 
entry to restricted areas. 


c. Representing the Air Force (or © com- 
ponent) on any: 


a « 6 


h re 


’ ciently complete 


_ 1 duly 1972 


(1) International, interdepartmental, or 
interservice committee or other similar body. 
(2) Matter involving formulation of 
policy, or negotiations with a foreign ac- 


_ tivity. 


d. Courier or messenger duties for trans- 
mitting classified defense information. 


e. Close in sentry, close boundry sentry or 


- entry controller duties for restricted areas 


‘unless specifically authorized by the appro- 
priate system security standard. 


f. Releasing information to the public. 


- 49. Procedures fer Authorizing Limited Ac- 
ceas or Unescorted Entry. Subject to the 
yeneral policy and prohibitions outline 
bove, a non-US national employee may Ae 

signed to duties involving limited 
to classified information, or unescorted sntry 
to & restricted area containing Prioygity A, 
B, atid C resources, provided that: | 

a. A background investigation /has been 
completed with favorable res 
able Theater Agency Check is agceptable for 
unescorted entry to a Restricfed Area con- 


taining Priority C resources.) If the geo- 
graphical or\politica] situatjon prevents the | 


full completion of a background inyestiga- 
tion, a non-US\nationa] gmployee shall not 
be authorized aceess or éntry unless the in- 
veatigative informatios obtained is suffi- 


approving authority\that limited access or 
unescorted entry is fully consistent with the 
interests of national security. Toward this 
end, the use of the polygraph is authorized 
in conjunction with the investigation, pro- 
vided the individual consehts in writing. 


b. The commander of a thajor command 
approves the dimited access aithorization of 
the non-US hational employee for duties in- 
volving access to Secret information. The 
commander who is delegated cledrance au- 
thority for the activity concerned may ap- 
prove the limited access authorizatian of a 
non-US national employee for duties involv- 
ing to Confidential information or un- 
esco entry to restricted areas. | 


Notes The appropriate deputy chief of staff 


t 


a/ (A favor- 


sliable to prove to the — 


AFR 205-32 


head of = comparable office) at HQ USAF must _ 
approve the assignment of a non-US national em 
ployee to duties involving access to Secret infotx 
tion, or entry to any restricted area for Air/Forc 
tivities that report directly to HQ USAF 


Certificate of Limited Access Apthoriza- 

° . i a 
a. The decision to authorize linfited access 
or unégcorted entry will be recorded on AF 
Form 661, “Certificate of Livhited Access 
Authoritation for Non-US Natjonal Employ- 
ees.” Theoriginator of the rejuest will sub- 
mit three \copies of the form to the appro- 
priate official listed in paragfaph 49b above. 
The authorization is valid ahly when the ap- 
propriate approving authority hes signed the 
form. = 

(1) If the\request ig approved, the ap- 
proving authority will retain one copy of 
the form and return fhe original and one 
copy to the requeating/ activity. The operat- 
ing official to whom fhe non-US national is 
assigned for duty wii retain the original and 
forward the copy /tp the Chief, Security 
Police, for file in/the employee's Security 
Documents Folder. 

(2) If the request ia disapproved, the re- 
questing agency /will be dvised. 

b. Before bejng granted limited access to 
classified defeyse informafjon or unescorted 
entry ‘to a restricted area, ‘each non-US na- 
tional employee will be thordgghly indoctrin- 
nated concefning: | | 

(1) The limitations attandant to the 
authorization, and | 
(2) His individual security responsibil- 


‘ity commensurate with his employment and 
the authorization. 


51. Uae of Indirect Hire Personne ‘The ma- 
jor gommander concerned may radquest a — 
waiyer of the background investigation re- 


quifements in paragraph 8d(5) in & case 


which requires the US to use a non-US na- 
tiqnal hired and administered by a host\gov- 
ment because his particular skill is clear- 
ly heceasary for successful execution of US 
assigned missions. | 


a. The request for waiver with detailed 





